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Diagrams: 

Network Diagram: 

 
Figure 1 A diagram of the network and server descriptions 

  



ADDS Diagram: 

 
Figure 2 A diagram of the user, group, and OU hierarchy 

 

Shared Folder Diagram: 

 
Figure 3 A diagram of all the shared folders 

  



Build: 

Initial Build: 

Server 1: 

 
Figure 4 The hardware configuration for Server 1 (EarthKW) 



 
Figure 5 VMWare Tools has been installed on Server 1 



 
Figure 6 The timezone and computer name have been set on Server 1 

 
Figure 7 Sleep has been turned off 



 
Figure 8 DHCP has been disabled 

 
Figure 9 A static IP has been configured 



 
Figure 10 DNS has been configured 

 
Figure 11 UAC has been disabled 



 
Figure 12 UAC Disabled 



 
Figure 13 Server 1 "Local Server" page 

  



Server 2: 

 
Figure 14 Server 2 Hardware 



 
Figure 15 Server 2 being named 

 
Figure 16 Server 2 Timezone being set 



 
Figure 17 Server 2 sleep being disabled 

 
Figure 18 Server 2 DHCP being disabled 



 
Figure 19 Server 2 Static IP being configured 

 
Figure 20 Server 2 DNS being configured 



 
Figure 21 Server 2 UAC being disabled 

 
Figure 22 Server 2 sconfig 

  



Server 3: 

 
Figure 23 Server 3 Hardware Settings 



 
Figure 24 Server 2 VMWare Tools set up 



 
Figure 25 Server 3 Timezone 

 
Figure 26 Server 3 computer name 



 
Figure 27 Server 3 sleep being disabled 

 
Figure 28 Server 3 DHCP being disabled 



 
Figure 29 Server 3 Static IP being set 

 
Figure 30 Server 3 Static IP cont'd / DNS being set 



 
Figure 31 Server 3 UAC being disabled 

 
Figure 32 Server 3 UAC being disabled 



 
Figure 33 Server 3 "Local Server" page 

  



Server 1 Configuration: 

 
Figure 34 Server 1 ADDS installed 



 
Figure 35 Server 1 set as domain controller 



 
Figure 36 Server 1 succesfuly configured as DC of invaders.inc 

  



Organizational Units and Users: 

 
Figure 37 Configuring OUs on Server 1 

 
Figure 38 Setting up security groups on Server 1 



 
Figure 39 CSV file with user configurations 

 
Figure 40 Importing CSV file 



 
Figure 41 Proving successful import 

 
Figure 42 Proving InvadersKW import 



 
Figure 43 Proving SkoolKW import 

 
Figure 44 Proving TheTallestAndMinionsKW import 

  



Client Configuration: 

 
Figure 45 Client hardware 



 
Figure 46 Client VMware Tools Install 



 
Figure 47 Client timezone configuration 



 
Figure 48 Client named with proper windows version installed 



 
Figure 49 Client assigned a static IP 

  



Server 2: 

 
Figure 50 Server 2 Succesfully joined domain 

 
Figure 51 Server 2 installing ADDS 



 
Figure 52 Server 2 proving ADDS install 



 
Figure 53 Server 2 (PlanetIRKKW) promoted to DC 



 
Figure 54 Install DHCP on Server 2 

 
Figure 55 Adding DHCP server to Domain Controller 



 
Figure 56 Proving DHCP attach to DC 

 
Figure 57 Setting up and proving DHCP scope "MacMeatiesKW" 

  



Join Client to DHCP: 

 
Figure 58 Proving client DHCP configuration 

 
Figure 59 Proving client DHCP lease 

  



Server 3 Configuration: 

 
Figure 60 Server 3 FSRM install and joining domain proof 



 
Figure 61 Server 3 FSRM install proof 

  



Share Configuration: 

 
Figure 62 Home share permission configuration 



 
Figure 63 Public share permission configuration 



 
Figure 64 kpwenzel share permission configuration 



 
Figure 65 SkoolKW share permission configuration 



 
Figure 66 TheTallestAndMinionsKW share permission configuration 



 
Figure 67 InvadersKW share permission configuration 



 
Figure 68 Share configuration proof 



 
Figure 69 Share listing proof accessed as zim 



 
Figure 70 Zim can't access share he's not allowed to 



 
Figure 71 Zim can access a share he's allowed and can create files 



 
Figure 72 InvadersKW quota 



 
Figure 73 TheTallestAndMinionsKW quota 



 
Figure 74 SkoolKW quota 



 
Figure 75 kpwenzel quota 



 
Figure 76 Public quota 



 
Figure 77 home quota 

  



User Folder Redirection Configuration: 

 
Figure 78 Proof after configuring user folder redirection 



 
Figure 79 GPO configuring document folder redirection 



 
Figure 80 all the user shares created by prior settings 

  



Group Policy Configuration: 

 
Figure 81 Do not allow the user to install software 



 
Figure 82 Disable the guest account 



 
Figure 83 Disable forced system restarts 



 
Figure 84 Prevent users from changing the system time, but allow them to view the calendar 



 
Figure 85 Set password expiration to 203 days 



 
Figure 86 Allow users 6 attempts before locking their accounts 



 
Figure 87 Disable access to control panel 



 
Figure 88 Whitelist mouse and keyboard control panel applications 



 
Figure 89 Prevent users from shutting down the system 



 
Figure 90 Remove access to the command prompt 



 
Figure 91 Force change the user background 



 
Figure 92 Disable USB devices 



 
Figure 93 Force lock the taskbar 



 
Figure 94 Clear the chrome cache on shutdown with a bat script 



 
Figure 95 Set password history to 9 



 
Figure 96 Set the default webpage for Internet Explorer to r/WindowsServer 



 
Figure 97 Lock the taskbar 



 
Figure 98 Audit object access for failure 



 
Figure 99 Redirect the documents folder (same as prior section) 



 
Figure 100 Deny logon through RDS 



 
Figure 101 Disable changing geo location 

  



 
Figure 102 Proof of redirected documents folder 

 



 
Figure 103 Proof of inaccessible control panel 

  



Windows Admin Center Configuration: 

 
Figure 104 Proof of installed WAC 



 
Figure 105 EarthKW configured and accessed through WAC on VortKW 



 
Figure 106 Powershell accessed on EarthKW through WAC 



 
Figure 107 Remote Desktop accessed on EarthKW through WAC 



 
Figure 108 Active Directory installed on WAC 



 
Figure 109 Proof of working Active Directory extension on WAC 



 
Figure 110 User created using AD extension on WAC 
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