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Diagrams:

Network Diagram:

Earth KW
Roles: ADDS, DNS DHCP Scope
IP: 172.16.0.64 Scope Mame: MacMeatiesKW
Subnet: 255.255.255.0
DMNS: 172.16.0.64

Scope Range: 172.16.0.96-172.16.0.99

PlanetirkkKw
Roles: ADDS, DHCP
IP: 172.16.0.65
Subnet: 255.255.255.0
DNS: 172.16.0.64

VortKw
Roles: FSEM
IP: 172.16.0.66
Subnet: 255.255.255.0
DNS: 172.16.0.64

—_—

sz B

Conventia

Domain: INVADERS
FQDN: invaders.inc

ArcadikonkKW
IP: DHCP
Subnet: 255.255.255.0
DNS: 172.16.0.64

Figure 1 A diagram of the network and server descriptions



ADDS Diagram:

Purple/Purple Zim/Zim
Red/Red Gir/Gir
Sizz-Lorr/Sizz Robot Parent Dad/Dad
Skoodge/Skoodge Robot Parent Mom,/Mom

Skool Principal/Principal
Ms. Bitters/Bitters
Keef/Keef
Meef/Meef

G_Skool
§

Skool KW

G_Tallest G_Invaders

TheTallestAnd InvaderskW
MinionskK\W

Figure 2 A diagram of the user, group, and OU hierarchy

Shared Folder Diagram:

Pubzlic Home
Perms: Autherticated Users Perms: Authenticated Users
Quota 100GE, 10GB Hard Limit Quota 100GB, 10GB Hard Limit

Imvad erskW

SkooKW TheTallestAndMinionsKW
Perms: G_S | Adminetrators Perms: G_Tallest, Administrators Perms: G_Imeaders, Administraors
CQuotz 10068, 1066 Hard Limit Quotz 100GE, 10GB Hard Limit  Quota 10068, 10GB Hard Limit

Figure 3 A diagram of all the shared folders



Build:

Initial Build:

Server 1:

Hardware  QOptions
—

Dashboard
2l rver Device Summary Riomey
=m 2ET Specify the amount of memory allocated to this virtual machine. The memory
S size must be a multiple of 4 MB.
All Servers 2
ii File and Storage Services P E=iHard Digk (NvMe) 60 GB Memory for this virtual machine: 2048 | MB
() CO/DVD (SATA) Using file C:\Users\33awe\Ser...
iNetwark Adapter LAM Segment Errer] <
[=] usE controller Present ©ee
<l Sound Card Auto detect oEs
[pisplay Auto detect sGe M Maximum recommended memary
(Memory swapping may
22 4l « occur beyond this size.)
1e8 55.3GB
512 MB
756 MEB M Recommended memory
126 MB 268
& MB
Guest 05 recommended minimum
2z Me
1GB
16 MB
gMB
4MB
/b The virtual machine must be powered off to reduce the amount of
memary.

Add... Remove

O Cancel Help

EARTHKW 1014 Emor Microsoft-Windows-Securitv-5PP Apolication 10/30/2025 11:55:48 PM

sks w

d updates {

e Protection

D0) Eastern

jated

ten 8 79004

ASKS =

SERVICES

Al senvices | 211 tnta

£ Type here to search

ouse pointer inside or press Ctrl+G.

Figure 4 The hardware configuration for Server 1 (EarthKW)




ly Computer
Final Fall 2025

Server Manager * Dashboard

PlanetirkkKW

= (‘@ | I' Manage Tools View Help

Dashboard WELCOME TO SERVER MANAGER

B Local Server

All Servers

o Configure this loca

. server
WE File and Storage Services P

Midterm Surr

[TheGrid ‘QUIC { START

15 Yhware Taols Setup

Completed the VMware Tools Setup Wizard

Click the Finish button to exit the Setup Wizard.
Hide

Al Servers 1
lanageability
<o ] | e
Srvices
—
"~ BPA results Performance Performance

BPA results BPA results

R Type here to search

nter inside or press Ctrl+G.

Figure 5 VMWare Tools has been installed on Server 1



EN Administrator: Windows PowerShell

ka.ms/PSWindows

> Set-Timezone
Rename mputer
will _take effert _after vou restart the compnuter WTN-AVVCPEQTV3S.

ype here to search

Figure 6 The timezone and computer name have been set on Server 1

Rename mputer
ac auill _talka affact offter wou cactant tha comoutan LITAM_AVVCDAOTYIS,

ype here to search

Figure 7 Sleep has been turned off




EN Administrator: Windows PowerShell — m] X

ifInde

Ethernete

inistrator

[ype here to search

Figure 8 DHCP has been disabled

EN Administrator: Windows PowerShell - O X

New-NetIPAddress

Manual
Tentat
Infinite

Infinite

alidLifetime
PreferredLifetime

ype here to search

Figure 9 A static IP has been configured



EN Administrator: Windows PowerShell - O *

Infinite
Infinite
False

Set-DNSClientServerAddress

11:46 PM

2025 E?%

/pe here to search 3 ds -

Figure 10 DNS has been configured

EN Administrator: Windows PowerShell - O X

CITENCEl Vel Hulul 55 TOTOTOE

Set-ItemProperty

‘ype here to search

Figure 11 UAC has been disabled



E¥ Administrator: Windows PowerShell O X

Set-DNSClientSer
Set-ItemProperty

Set-ItemProperty

Set-TtemProperty

Figure 12 UAC Disabled



[ Server Manager - X

@ -

Server Manager * Local Server Manage

B PROPERTIES =
Dashboard . For EarthKW
Computer name EarthKW Last installed updates Never
All Servers Workgroup WORKGROUP in s Update Download updates
E§ File and Storage Services b Last checked for updates Mever
Microsoft Defender Firewall Public: On Microsoft Defender Antivirus Real-Time Protectio
Remote management Enabled e e e S
Remote Desktop Disabled IE Enhanced Security Configuration Off
—_— e Time zone (UTC-05:00) Eastern
Ethernet( 172.16.0.64, IPv6 enabled Troguer iy ETe) @-Tat (17 ) =0
Operating system version Microsoft Windows Server 2022 Datacenter Evaluation  Processors
Hardware information VMware, Inc. VMware20,1 Installed memory (RAM)
Total disk space

EVENTS

All events | 48 total

Fitter P

Server Name  ID Severity Source Log Date and Time

£ Type here to search

EARTHIW 8198  Error
EARTHKW 1014 Error
EARTHKW 8200  Error
EARTHEW 10016 Warning
EARTHKW 8198 Error
EARTHKW 8200  Error
EARTHKW 1014 Error

Microsoft-Windows-Security-SPP
Microsoft-Windows-Security-SPP
Microsoft-Windows-Security-SPP
Microsoft-Windows-Distributed COM
Microsoft-Windows-Security-SPP
Microsoft-Windows-Security-SPP
Microsoft-Windows-Securitv-5PP

Application  10/31/2025 12:00:06 AM
Application  10/31/2025 12:00:06 AM
Application  10/31/2025 12:00:06 AM
System 10/31/2025 12:00:05 AM
Application  10/30/2025 11:55:48 PM
Application  10/30/2025 11:55:48 PM
Apolication  10/30/2025 11:55:48 PM

SERVICES

All senicas | 211 total

Figure 13 Server 1 "Local Server" page




Server 2:

Hardware Options

Device

E=IMemory

" FProcessors

[\ Hard Disk (NyMe)
(%) CD/OVD (SATA)
S Metwork Adapter
D IUSE Contraller
cli Sound Card
[Ipisplay

Surmmary
2GB

2

&0 GB

Using file C:\Users\33awe\3er...

LAMN Segment
Present

Auto detect
Auto detect

Memory

Spedfy the amount of memory allocated to this virtual machine. The memory
size must be a multiple of 4 MB.

Figure 14 Server 2 Hardware

Memory for this virtual machine: 2048 = ME
32 GB -
16 GB
EGE
£ B Maximum recommended memary
(Memory swapping may
268 @l « occur beyond this size.)
BES 55.3 GB
512 ME
756 ME B Recommended memory
128 ME 2GE
&4 ME
Guest 05 recommended minimum
32 ME
1GEB
1t ME
EME
4 ME

A The virtual machine must be powered off to reduce the amount of
memary.

Cancel



EX Administrator: C:\Windows\system32\emd.exe
h Server Configuration tool again, rum "
Rename-Computer

Rename-Computer

Figure 15 Server 2 being named

(=]=]E

EA Administrator: C\Windows\system32\cmd.exe

To launch Server Configuration tool again, run ”
ministr Rename-Computer

ministr > Rename-Computer

ers\Administr > Rename-Computer
The changes will [take ettect atter you restart the computer
Set-Timezone

Figure 16 Server 2 Timezone being set



Bl Administrator: C\Windows\system32\cmd.exe EE‘.

PowerCl ~

PowerCFG

-
o
Figure 17 Server 2 sleep being disabled
B Administrator. C:\Windows\system mod.ex lE"E‘.
Get-NetAdapter ~
MName
et
netd
dministrat
i
b

Figure 18 Server 2 DHCP being disabled




B Administrator: C:\Windows\system32\cmd.exe lE”E‘.

> Mew-NetIPAddress

4
Ethernet®

lidLifetime

edLifetime

Infinite
Infinite

Tentativ
Infinite

Infinite
Infinite

Figure 20 Server 2 DNS being configured



EA Administrator: C:\Wind

s\system32\cmd.exe EE.

Infinite
Inf te
False

Figure 21 Server 2 UAC being disabled

EX Administrator: C:\Windows\system32\cmd.exe EE.
WARNING: To stop SConfig from launching at sign-in, type "Set-SConfig -AutolLaunch $false” ~

Compute
Add_local administrator
Remote management: Enabled

Update setting: Download only

I 11 updates
Remote desktop: D bled

Required

PowerShell)

Enter number to select an option:

Figure 22 Server 2 sconfig



Server 3:

T W S Y '
Virtual Machine Settings x I

Hardware Options

a‘
o Device Summary =0 [
w = Spedfy the amount of memory allocated to this virtual machine. The memary [
5 == Memary 2GB size must be a multiple of 4 MB, #
2 I
e [—\Hard Disk (NVMe) 60 GB Memory for this virtual machine: 2048 | mMB 1
@ CD/OVD (SATA) Using file Ci\Users\33awe\Ser...
'?; Metwork Adapter LAN Segment 32 GE -
USE Controller Present TET ’
c]i Sound Card Auto detect .
i |
[Ipisplay Auto detect o= W Maximum recommended memary |
(Memory swapping may
26e 4 « occur beyond this size.)
1ee 55.3 GB
512 ME
755 ME M Recommended memary
138 ME 2GE
&4 MBE
Guest 05 recommended minimum
32 ME ¥
1GB
16 ME
&ME |_
4 ME

/M The virtual machine must be powered off to reduce the amount of
memory.

Add... Remove [}

oK Cancel Help

Figure 23 Server 3 Hardware Settings



Manage Tools

Server Manager * Dashboard

Dashboard WELCOME TO SERVER MANAGER

B Local Server

‘ﬁ VMware Tools Setup

O WManageabiiy

ii All Servers
#§ File and Storage Services P

Completed the VMware Tools Setup Wizard

Click the Finish button to exit the Setup Wizard.

Hide

<Badk Cancel

O WManageabiiy

Events Events

Performance Services

BPA results Performance
BPA results

Figure 24 Server 2 VMWare Tools set up



EN Administrator: Windows PowerShell - O X

Ll
rporation. All rights reserved.
the latest PowerShell for new features and improvements! htt ffaka. indows
Set-Timezone
W
Type here to search
Figure 25 Server 3 Timezone
E¥ Administrator: Windows PowerShell - O X
Ll
Corporation. All r s reserved.
PowerShell for new features and improvements! http a. Windows
3| Rename-Computer
will [taks affact aftar castact _tha_conputer WIN-HIOKPGALQKQ.
W

Iype here to search

Figure 26 Server 3 computer name




ARNACT THIe ©

EN Administrator: Windows PowerShell

Corporation. All rights rese

PowerShell for new features and impr

5

Rename-Computer

3 +ap

PowerCFG

monitor-timeou

Type here to search

Figure 27 Server 3 sleep being disabled

. f AR AeT Trae

EN Administrator: Windows PowerShell

dministrator> Get-NetAdapter

ifIndex Inte

Ethernet®
Ethernete

dministrato

Type here to search

Figure 28 Server 3 DHCP being disabled




Ten v

Infinite

Infinite ([TimeSpan]
1se

Infinite
False

Type here to search

Figure 30 Server 3 Static IP cont'd / DNS being set




Type here to search

ST Truc oo

> Set-ItemProperty
Set-ItemProperty

Set-ItemProperty

Type here to search

Figure 32 Server 3 UAC being disabled




@ -

Dashboard
Local Server

ii All Servers

-5.

ile and Storage Services B

H L Type here to search

B PROPERTIES

For VortKW

Server Manager * Local Server

@1 F

Manage

Tools View

Computer name

VortKW

Hardware in ation

Vitware, Inc. VMware20,1

Last installed updates

Never

Installed memory (RA

Total disk space

Workgroup NORKGROUP s Update Download updates
Last checked for updates Never

Microsoft Defender Firewall Public: On Microsoft Defender Antivirus Real-Time Protectio

Remote management Enabled o=t T = Tdnilyle 14

Remote Desktop Disabled IE Enhanced Security Configuration Off

e — = saiian Time zone {UTC-05:00) Eastern

Ethemet0 172.16.0.66, IPvb enabled I S —— et .

Operating em version Microsoft Windows Server 2022 Datacenter Evaluation  Processors

M)

EVENTS

All events

43 total

Filter p z

Server Name 1D Severity Source Log Date and Ti'me
VORTKW 10016 Waming Microsoft-Windows-DistributedCOM  System 10/31/2025 1:00:35 AM
VORTKW 134 Waming Microsoft-Windows-Time-Service System 10/31/2025 1:00:24 AM
VORTKW 8198  Error Microsoft-Windows-Security-SPP Application  10/31/2025 1:00:24 AM
VORTKW 1014 Error Microsoft-Windows-Security-SPP Application  10/31/2025 1:00:24 AM
VORTEW 8200 Error Micresoft-Windows-Security-SPP Application  10/31/2025 1:00:24 AM
VORTEW 4440  Waming Microsoft-Windows-Complus Application  10/31/2025 1:00:23 AM
VORTKW 134 Warnina Microsoft-Windows-Time-Service Svstem 10/31/2025 1:00:22 AM
SERVICES

All servicas | 211 tntal

Figure 33 Server 3 "Local Server" page




Server 1 Configuration:

[ Server Manager

i PROPERTIES

For EarthKW

Computer name EarthK'W Last installed updates Never

Workgroup WORKGROUP Windows Update Download updates
Last checked for updates Never

& File and Storage Services P

Microsoft Defender Firewall Public: On Microsoft Defender Antivirus Real-Time Protectio

Remaote management Enabled F rack & Diagnostics Settings

Remote Desktop Disabled IE Enhanced Security Configuration Off

NIC Teaming Disabled Time zone (UTC-05:00) Eastern

Ethernet( 172.16.0.64, IPv6 enabled Product ID Not activated

Operating Microsoft Windows Server 2022 Datacenter Evaluation  Processors

Hardware information VMware, Inc. VMwar Installed meman

Total disk space

EVENTS
All events | 15 total TASKS =
Filter el 2
Server Name  ID Severity Source Log Date and Time

EARTHKW 8198  Error Microsoft-Windows-Security-SPP Application  11/7/2025 2:38:06 PM
EARTHKW 8200  Error Microsoft-Windows-Security-SPP Application  11/7/2025 2:38:06 PM
EARTHKW 1014 Error Microsoft-Windows-Security-SPP Application  11/7/2025 2:38:06 PM
EARTHKW 10016 Waming Microsoft-Windows-DistributedCOM  System 11/7/2025 2:38:06 PM
EARTHKW 8198  Error Microsoft-Windows-Security-SPP Application  11/7/2025 2:36:08 PM
EARTHKW 8200  Error Microsoft-Windows-Security-SPP Application  11/7/2025 2:36:08 PM
EARTHKW 1014 Emror Microsoft-Windows-Securitv-5PP Apoplication 11/7/2025 2:36:08 PM

SERVICES

Al serviras | 220 tnta

E L Type here to search

Figure 34 Server 1 ADDS installed



[z Active Directory Domain Services Configuration Wizard - O >

R | TARGET SERVER
esults EarthKW
‘ & This server was successfully configured as a domain controller Show more ®

@ View detailed operation results

1. Windows Server 2022 domain controllers have a default for the security setting named
"Allow cryptography algorithms compatible with Windows NT 4.0" that prevents weaker
cryptography algerithms when establishing security channel sessions.

For mare infarmation about this setting, see Knowledge Base article 942564 (http://
go.micrasoft.com,/fwlink/?Linkld=104751).

1. Adelegation for this DNS server cannot be created because the authornitative parent zone
cannot be found or it does not run Windows DNS server. If you are integrating with an
existing DNS infrastructure, you should manually create a delegation to this DNS server in
the parent zone to ensure reliable name resoluticn from outside the domain "invaders.inc”.
Otherwise, no action is required.

Mare about results

< Previous Mext = Close Cancel

T TITET = = L

Figure 35 Server 1 set as domain controller



Fﬁ Server Manager

Server Manager * Local Server Manage  Tooks

i PROPERTIES

For EarthKW

& Dashboard

B Local Server

Computer name EarthKW/ Last installed updates Never

Domain invaders.inc Download updates
Last checked for updates Never

Microsoft Defender Firewall Public: On Microsoft Defender Antivirus Real-Time Protectio

Remote management Enabled Feedback & Diagnostics Settings

Remate Des Disabled IE Enhanced Security Configuration Off

NIC Teaming Disabled Time zone {UTC-05:00) Eastern

EthernetD 17. 0.64, IPv6 enabled Product ID Mot activated

Operating m Version Microsoft Windows Server 2022 Datacenter Evaluation  Processors zen 9 7900X
Hardware information VMware, Inc. VMware20,1 Installed memory (RAM])
otal disk space
EVENTS
All events | 35 total TASKS =
Filter p N
Server Name 1D Severity Source Log Date and Time
EARTHKW 10016 Waming Microsoft-Windows-DistributedCOM System 11/7/2025 2:47:33 PM
EARTHKW 1014 Warning Microsoft-Windows-DNS Client Events System 11/7/2025 2:47:26 PM
EARTHKW 6008 Warning Microsoft-Windews-Winlogon Application  11/7/2025 2:46:32 PM
EARTHKW 6005 Waming Microsoft-Windows-Winlogon Application 11/7/2025 2:45:37 PM

EARTHKW 15 Error Microsoft-Windows-CertificateServicesClient-CertEnroll - Application  11/7/2025 2:45:16 PM
EARTHKW 68 Error Microsoft-Windows-CertificateServicesClient-CertEnroll - Application  11/7/2025 2:45:16 PM
EARTHKW 67 Error Microsoft-Windows-CertificateServicesClient-CertEnroll Apolication  11/7/2025 2:45:16 PM

SERVICES

All sanvires | 221 tnta

H L Type here to search

Figure 36 Server 1 succesfuly configured as DC of invaders.inc



Organizational Units and Users:

New-ADOrganizationalUnit

New-ADOrganizationalUnit

New-ADOrganizationalUnit

Figure 37 Configuring OUs on Server 1

New-ADGroup
ew-ADGroup

New-ADGroup

ps_C-\lise dministrators

Figure 38 Setting up security groups on Server 1




| csvusers.csv - Notepad

File Edit Format View Help

dn, SamAccountName,UserPrincipalllame,objectClass
"cn=Zim,ou=InvaderskW,dc=invaders,dc=inc"”,zim,zim@invaders.inc,user
"cn=Gir,ou=InvaderskW,dc=invaders,dc=inc",Gir,gir@invaders.inc,user

"cn=Robot Parent Dad,ou=InvadersKW,dc=invaders,dc=inc",dad,dad@invaders.inc,user
"cn=Robot Parent Mom,ou=InvaderskKW,dc=invaders,dc=inc”,mom,mom@invaders.inc,user
"cn=Skool Principal,ou=SkoolKW,dc=invaders,dc=inc",principal,principal@invaders.inc,user
"cn=Ms.Bitter,ou=SkoolkW,dc=invaders,dc=inc",bitters,bitters@invaders.inc,user
"cn=Keef,ou=SkoolkW,dc=invaders,dc=inc",keef,keef@invaders.inc,user
"cn=Meef,ou=SkoolkW,dc=invaders,dc=inc",,meef,meef@invaders.inc,user
"cn=Purple,ou=TheTallestAndMinionsKW,dc=invaders,dc=inc",purple, purple@invaders.inc,user
"cn=Red,ou=TheTallestAndMinionskW,dc=invaders,dc=inc"”, red,red@invaders.inc,user
"cn=Sizz-Llorr,ou=TheTallestAndMinionsKW,dc=invaders,dc=inc",sizz,sizz@invaders.inc,user
"cn=Skoodge,ou=TheTallestAndMinionskW, dc=invaders,dc=inc",skoodge, skoodge@invaders.inc,usen

Figure 39 CSVfile with user configurations

t user usir
from file

Figure 40 Importing CSV file




DSMOD user

DSMOD user

DSMOD user

OU=TheTall
heTalle

Figure 41 Proving successful import

| Active Directory Users and Computers

File Action View Help

o FE /B XEo=2 HEI 2aETa%

| Active Directory Users and Com | " TTeme Trpe Teserpiion
_SEVEd QLfE”ES %G_In\raderi Security Greup... Invaders Group
v 3 invaders.inc E)Gir User
| Builtin

E;Rnbot Paren... User
E;F‘u:-bot Paren... User
E)Zim User

| Computers
2 | Domain Controllers

| SkoolkW
| TheTallestAndMinionskW
| Users

L

L

Figure 42 Proving InvadersKW import



File Action View Help

: Active Directory Users and Computers

e« E JEBIXEdE BRI PaETE%R

: Active Directory Users and Co

1 Saved Cueries
v g invaders.inc
| Builtin
Computers
Domain Controllers
ForeignSecurityPrincipal
InvaderskWW

P
=
=
P
=

THaTTTe

52 G_Skool
2, Keef
&, Meef

%Ms.Bitter
2, Skool Princi..

e EresTTipTTT
Security Group... Skool Group
User
User
User
User

| SkoolkW

PinionskW
Uzers

(

Figure 43 Proving SkoolKW import

File Action View Help

: Active Directory Users and Com
] Saved Cueries
W '}F'j invaders.inc

] Active Directory Users and Computers

Marme

B2 G_Tallest

E;Purple

¢ HFE B XEd2 HE P aEaTa%

Type Description

Security Group...  The Tallest And Minions ...
User

User

User

User

_“.| Builtin E;Red

|| Computers )

2 Domain Controllers &SIZ-LD"
| ForeignSecurityPrincipal E;Skuodge
2] InvaderskW

[ Managed Service Accour

2| TheTallestAndMinicnskW

Figure 44 Proving TheTallestAndMinionsKW import




Client Configuration:

Virtual Machine Settings

Hardware Options

Device Surmmary
E=2 Memory 4GB
Processors 2

TE, Trusted Platform Mo...  Present

-\ Hard Disk (NyMe) 54 GB

@ CD/OVD (SATA) UUsing file C:\Users\33awe\ser. ..
5o Netwark Adapter Custom (VMnet3)

USE Controller Present

c]t Sound Card Auto detect

Clpisplay Auto detect

Add... Remave

Mermnory

Spedfy the amount of memory allocated to this virtual machine. The memary
size must be a multiple of 4 MB.

Memaory for this virtual machine: 4096 | MB

128 GB
&1 GB P
32 GB
le GE B Maximum recommended memory
EIGH (Memory swapping may
4GE ] « occur beyond this size.)
2GB 55.3 GB
1GB
512 ME B Recommended memory
256 MB 4GB
128 MB
&4 ME Guest 05 recommended minimum
32 ME 4GB
16 MB
EME
4 MB

Concel | i

Figure 45 Client hardware




Arcadikonkw

>

i S8 YMware Tools Setup

Completed the VMware Tools Setup Wizard

Click the Finish button to exit the Setup Wizard,

Wi

Build

= 10:11 PM
(H == Q Search L = c ﬁ 0. A B omom0s B l

Figure 46 Client VMware Tools Install



settings

. Admin

- Local Account

Find a setting

B system
Bluetooth & devices
¥ Network & internet

/ Personalization

B Apps

; Accounts

| 3 Time & language
#39 Gaming
* Accessibility
Q Privacy & security

@ Windows Update

Time & language > Date & time

1 -1 2 AM @ Time zone @ Region
e ] (UTC-05:00) Eastern Time {US & Canada) United States

Friday, October 31, 2025

@@ Set time zone automatically

off @ _

~

)~

A

Time zone (UTC-05:00) Eastern Time (US & Canada) ~

Adjust for daylight saving time automatically

@ Set time automatically

fl Show time and date in the System tray
© Turn this off to hide your time and date information on the taskbar

Additional settings

Sync now
Last successful time synchronization: 7/31/2015 5:00:00 PM
Time server: time.windows.com

Show additional calendars in the taskbar

Related links

Figure 47 Client timezone configuration

on @D

on @D

Sync now

Don't show additional calendars

[




Settings

@  Admin System > About

- Local Account

Find a setting Q ViMware20,1

| B System ® Device specifications Copy ~
Bluetooth & devices
| Device name ArcadikonkW
@ Network & internst rocessor AMD Ryzen 9 /500X 12-Core Processor 469 GHz
o Installed RAM 4.00 GB
/ Personalization .
Device ID 10F23020-0FD4-4CF7-BE6C-B685B043ATOE
B Apps Product ID 00329-20000-00001-AAD53
- System type 64-bit operating system, x64-based processor
@ Accounts Pen and touch MNo pen or touch input is available for this display

}, Time & language
Related links  Domain or workgroup ~ System protection  Advanced system settings

8 Gaming
* ucessibliny == Windows specifications Copy ~
J  Privacy & security
Edition Windows 11 Enterprise Evaluation
@ Windows Update ST -
Installed on 10/31/2025
05 build 22631.2428
Experience Windows Feature Experience Pack 1000.22674.1000.0

Microsoft Services Agreement
Microsoft Software License Terms

Figure 48 Client named with proper windows version installed



rE' MNetwork Connections - O
+~ r;i' <« Metwork and Intern... * MNetwork Connections > e ) Search Metwork Connections
COrnanize w Mizahle thic netwnrk device Miannnce thic cannection Rename this connection 53 E: - |:l
;‘E Ethernet) Properties )4
‘! Networking
o —— |
d Internet Protacol Version 4 (TCP/IPv4) Properties >
General
Th  You can get IP settings assigned automatically if your network supparts
—  this capability. Otherwise, you need to ask your network administrator
b for the appropriate IP settings.
s
B () Obtain an IP address automatically
E 0 Use the following IP address:
[y IP address: 172. 16 . 0 . &7
B Subnet mask: 255.255.255. 0

0 Use the following DNS server addresses:

Preferred DNS server: 172,16 . 0 .64

Alternate DNS server: S

[[J validate settings upon exit

Advanced...

Figure 49 Client assigned a static IP

y-3




Server 2:

EA Administrator: C:\Windows\system32\cmd.exe

Compute
Add 1
Remote ma

PowersShell)

Enter number to select an option:

To stop SConfig from launching at sign-in, type "Set-SConfig -AutolLaunch $false”

Enabled
Download only

Disabled

Required

Figure 50 Server 2 Succesfully joined domain

EX Administrator: C\Windows\system32\cmd.exe

t Needed Fe

Administrat

dministra » Install-WindowsFeature AD-Domain

dminis » Install-WindowsFeature AD-Domai

e Result

/ Domain Se

Figure 51 Server 2 installing ADDS




EX Administrator: C:\Windows\system32\emd.exe IE”E.
A : To launch Serwvel ContiglUration tool agaln, run  SChnfig" ~
AD*

Figure 52 Server 2 proving ADDS install



: Active Directory Users and Computers

File Action View Help

- X
e rmE i KB HEI P aETER
: Active Directory Users and Confr™rIsmme TVpe e Tpe e Escripgfion
~| Saved Queries IIEARTHKW  Computer GC Default-First-Si...
~ i invaders.inc

1A PLANETIRKK... Computer GC

Builtin

Default-First-5i...

2| InvaderskW
“| Managed Service Accour
3 SkoolkKW
2| TheTallestAndMinionskW|
| Users

ﬂ L Type here to search

Figure 53 Server 2 (PlanetlRKKW) promoted to DC




EX Administrator: C:\Windows\system32\cmd.exe lE“E‘.
I To launch Server Configurafion Tool In, ran  Scontig ~
dministrator. / > Install-WindowsFeature DHCP
t Needed
-
dministrator.INVADERS> Get-WindowsFeature
Name
DHCP
dministrator.INVADERS
W
Figure 54 Install DHCP on Server 2
E® Administrator: C\Windows\system32\cmd.exe lE”E‘.

To launch Server Configuration tool again, run "SConfig
. INVADERS> Install-WindowsFeature DHCP

INVADER

dministrator.INVADER A PlanetI rs. 72.16.8.65

dministr \ R Add-DhcpServerInDC PlanetI 2l rs.inc 172.16.8.65
dministrator.

Figure 55 Adding DHCP server to Domain Controller



B Administrator: C\Windows\system32cmd.ex lE”E‘.
- Get-DhecpServerInDC ~

planeti .invaders.inc

dministrator.INVADERS

Figure 56 Proving DHCP attach to DC

Figure 57 Setting up and proving DHCP scope "MacMeatiesKW"



Join Client to DHCP:

EN Windows PowerShell (x36)

» ipconfig /all

Windows IP Configuration

6 Client DUI o oo o B
ErVErs . . . . . . . . . . . = B.64

etBIOS ¢ Enabled

Figure 58 Proving client DHCP configuration

EX Administrator: C\Windows\system32\cmd.exe
dministrator.INVADERS> Get-DhcpServerv4lease

Figure 59 Proving client DHCP lease



Server 3 Configuration:

[& Server Manager - *
Server Manager * Local Server Manage  Tooks
A
S5 PROPERTIES
Dashboard -. —— TASKS ¥
i Local Server .
Computer name VortkKW Last installed updates Never
Workgroup invaders.inc Windows Update Download updates
ii File and Storage Services P Last checked for updates Never
Microsoft Defender Firewall Unknown Microsoft Defender Antivirus Unknown
Remote management Enabled Feedback & Diagnostics Settings
Remote Dasktop Unknown IE Enhanced Security Configuration  Unknown
NIC Teaming Time zone (UTC-05:00) Eastern
Product ID Unknown
Operating system version Microsoft Windows Server 2022 Datacenter Evaluation  Processors Unknown
Hardware information Unknown Installed memary (RAM) Unknown
Total disk space Unknown
EVENTS
All events | 68 total TASKS =
Filter o v
Server Name D Severity Source Leg Date and Tivme
VORTKW 1014 Error Microsoft-Windows-Security-SPP Application  11/14/2025 2:05:22 PM
VORTKW 8200 Error Micresoft-Windows-Security-5PP Application  11/14/2025 2:05:22 PM
WVORTKW 1014 Warning Microsoft-Windows-DNS Client Events  System 11/14/2025 2:05:22 PM
VORTKW 10016 Warning Microsoft-Windows-DistributedCOM  System 11/14/2025 2:05:18 PM
VORTKW 8198  Error Micresoft-Windows-Security-5PP Application  11/14/2025 2:05:00 PM
VORTKW 1014 Error Microsoft-Windows-Security-SPP Application  11/14/2025 2:05:09 PM
VORTKW 8200 Error Microsoft-Windows-Securitv-SPP Apolication  11/14/2025 2:05:09 PM
SERVICES
All senvices | 213 tntal TASKS W s

Figure 60 Server 3 FSRM install and joining domain proof



Tz Server Manager

@ ¥ File and Storage Services * Servers

-
r. SERVERS

Manage

Tools

View

Shares

iSCsl

VORTKW 172.16.0.66

Online - Performance counters not started 11/14/2025 2:05:23 PM  Not activated

Work Folders

Servers All servers | 1 total
Volumes
Filter 2 -
Disks
-
Storage Pools k= B 3L L e e e e o L=t e

Service Name Status  Start Type

ﬂ L Type here to search

Figure 61 Server 3 FSRM install proof

EVENTS
All events | 1 tota TASKS =
Filter 2 .\ﬁ) - v
Server Name 1D Severity Source Log Date and :lrrr‘e
VORTKW 12317 Warning SRMSVC Application 11/14/2025 2:05:08 PM
SERVICES
All services | 3 total TASKS ¥
>




Share Configuration:

- _— — L "
Advanced Security Settings for Home O X

Mame: C:\Shares\Hom¢|

Owner: Administrators (VORTKWAAdministrators)  Change
jare

Permissions Share Auditing Effective Access

To modify share permissions, select the entry and click Edit.

Metwork location for this share: \\WortKW.invaders.inc\Home

Type Principal Access
82 Allow Authenticated Users Full Control
Add Remove Edit
Cancel Apply
FTEVIOUS I I TNERT | CIeate Tancel

to search

Figure 62 Home share permission configuration



TR IISSINE, QiU URLIUTIgNY, O LTI G GULTED ULy, o)

Advanced Security Settings for Public O X
2Ce
e
Mame: C\Shares\Public
Cwner: Administrators (VORTK\W\Administrators) Change
Permissions Share Auditing Effective Access

To modify share permissions, select the entry and click Edit.

Metwaork location for this share: \WortKW.invaders.ing\Public

Permission entries:
_

Type Principal Access

B Allow Authenticated Users Full Control TASKS w

dialog box.

Add Remove Edit

Cancel Apply

240 PM

to search - A &8 9% 441472005 B

Figure 63 Public share permission configuration



Advanced Security Settings for kpwenzel O *
ace
ce
Mame: C:\Shares'kpwenzel
Cwner: Administrators (VORTKOWN\Administrators) Change
Permissions Share Auditing Effective Access
To modify share permissions, select the entry and click Edit.
Metwork location for this share: \\VortK\W.invaders.inc\kpwenzel
P T
Type Principal Access
a Allow Administrater (INVADERS\Administrator) Full Control TASKS W
dialog box.
Add Remove Edit
Cancel Apply
) 244 PM
to search N & e s B

Figure 64 kpwenzel share permission configuration




Advanced Security Settings for Skool KW O x
ace
g ce
4 | Mame: Ch\SharesSkoolKW
Cwner: Administrators (VORTKW\Administrators) Change
i Permissions Share Auditing Effective Access
To moedify share permissions, select the entry and click Edit.
Network location for this share: \WortKW.invaders.inc\SkoolKW
Permission entries:
Type Principal Access
8L Allow G_Skool (INVADERS\G_Skool) Full Control TASKS =
dialog box.
Add Remove Edit
|

244 PM

+ to search | A & s 11/14/2025 8

Figure 65 SkoolKW share permission configuration



—L ¥

Advanced Security Settings for TheTallestAndMinionsKW O x
ace
ce
[ Mame: ChShares\TheTallestAndMinicnskW I
: Cwner: Administrators (VORTKW\Administrators) Change
Permissions Share Auditing Effective Access
To modify share permissions, select the entry and click Edit.
Metwork location for this share: \\WortKW.invaders.inc\TheTallestAndMinionskKW
Permission entries:
Type Principal Access
R Allow G_Tallest (INVADERS\G_Tallest) Full Control TASKS =
dialog box.
Add Remove View
Cancel Apply
oK | | Cancel | App

2 to search

Figure 66 TheTallestAndMinionsKW share permission configuration



N . | mapenasiagn et e

Advanced Security Settings for InvaderskW O X

MName: Cih\Shares\InvaderskW
- Owner: Administrators (VORTKWN\Administrators) Change
Permissions Share Auditing Effective Access

To modify share permissions, select the entry and click Edit.

Network location for this share: \\WortKW.invaders.inc\Invadersk\W

Permission entries:

Type Principal Access

B Allow G_Invaders (INVADERS\G_|nwaders) Full Control TASKS -

g box.

Add Remove Edit

Cancel Apply
< Previous | | MNext = | Create

247 PM

2 to search . ~ €8 de 11/14/2025 &

Figure 67 InvaderskW share permission configuration



=49 SHARES VOLUME
All shares | 6 total TASKS = TheTallestAndMinionsKW on VortKW TASKS -
Filter ) v (H) v (<)
- i Capacity: 59.4 GB
Share Local Path Proto
18.1% Used B 10.7 GB Used Space
4 VortKW (6) | 48,6 GB Free Space
Home Ch\Shares\Home SMEB
Public C\Shares\Public SMEB
kpwenzel CAShares\kpwenzel SMB
SkoolkK'W CAShares\Skool KW SMEB
TheTallestAndMinions...  CAShares\TheTallestAndMinionsKW
InvaderskW CAShares\InvaderskW SKEB Go to Volumes Overview >
QUOTA
TheTallestAndMinionskW on VortKW TASKS =

Figure 68 Share configuration proof

No related quota exists.

To set a quota, open the Configure Quota dialog box.

»




Settings N H
® zim System > About
- zim@invaders.inc
[m] X .
. ! LS his PC
Find a setting - e £
& = 4 [&] @@ > Network > VortkW > Search VortKW Q
| B8 System ~
New Tl Sort - 37 View aen (B Details
Bluetooth & devices
» % OneDrive [ — [ —
W Network & internet Home InvaderskW
—— —
/ Personalization
2 Desktop » e kpwenzel " Public
' Apps L Downloads # e -
= SkoollKW " TheTallestAndMinionskOW
; Accounts =] Documents #
— —
. P4 Pictures 4
9 Time & language
@) Music 4
*#® Gaming
3 Videos »
't Accessibility
O Privacy & security > [ ThisPC L &
. > #B DVD Drive (D:) €
@ Windows Update
> 8 Network
6 items =0
Microsoft Services Agreement
Microsoft Software License Terms
([ ] - 2:53 PM
e am Q search B = e a ® A BD e

Figure 69 Share listing proof accessed as zim

r



Settings

Zim

System > About

¢

LRSS

Microsoft Services Agreement

T TITOOW S TEE OIS EAPET SO TaC R TUUw e U T T

Microsoft Software License Terms

Q Search

L =GB @ ~ )

- zim@invaders.inc
— o X .
Find a setting ™ Vortkw 25 + b= Tl
& T x @& > Network > Vortkw > Search Vortkw a
| B8 system by ~
Bluetooth & device - © Tosert v BT View v e (D Detsis |
@ Network & internel @ OneDrive Home InvaderskW
i ——
/ Personalization
B Desktop » kpwenzel Public
n Apps i Downloads  # —— ——
; S & Documents # SkoolKW TheTallestAndMinionsKW
| — | —
” Time & language B Pictures »
@ Gaming @ Music #» Network Error x
i Videos » .
.t n - Windows cannot access \WortK\WhSkool KW
ccessibility
You de not have permission to access \\WWortKW\SkoolKW. Contact your network administrator
J Privacy & security | > [l ThisPC to request access. e &
. For more information about permissions, see Windows Help and Suppert
. > 8 DVD Drive (D) C
@ Windows Update | |
> ﬁ MNetwork
Gitems  1item selected =0

2:54 PM
o

11/14/2025

Figure 70 Zim can't access share he's not allowed to




Settings

Zim
zim@invaders.inc

System > About

Find a setting

| B System
e Bluetooth & device

Network & interng

Personzlization

Apps

Accounts

Time & language

Gaming

Accessibility

Privacy & security

@ Windows Update

&

-
B InvaderskW w4 — B X JethisPC
< 2 T ] @@ > Network > VortkW > InvaderskKW Search InvaderskW |
= o~
New - g6 (@ @ B W NSt = View - e (B Detais |
5> & OneDrive Name Date modified Type Size
test 11/14/2025 2:55 PM Text Document TKB
2 Desktop »
L Downloads # B test- Notepad _ O %
=] Documents # . .
File  Edit  View 3
P9 Pictures »
@ Music » testing
14 Vvideos »
> [ ThisPC Py i
> E8 DVD Drive (D)
> # Metwork
Ln1, Col 8 100% Windows (CRLF)  UTF-8
Titem  1item selected 7 bytes E O
. CApErIETICY VTGOS T =
Microsoft Services Agreement
Microsoft Software License Terms
.
um - 2:54 PM
EE Q Search L =CB ©® 8 ~ B 0 B

Figure 71 Zim can access a share he's allowed and can create files



=~ SHARES VOLUME
All shares | 6 total TASKS = InvadersKW on VortKW TASKS =
Filter el £ \ﬁj‘. (™) ()
- - ) Capacity: 594 GB
Share Local Path Proto:
18.1% Used B 10.7 GB Used Space
4 \ortKW (8) | 48,6 GB Free Space
Home CAShares\Home SMB
Public CAShares\Public SMEB
kpwenzel CAShares\kpwenzel SME
SkoolkKW CAShares\SkoolKW SMEB
Th-T-11 40 o IR ™ AT Tl 4o IR AL CAAD
InvadersK\W ares\InvadersKW Go to Volumes Overview >
QUOTA
InvadersKW on ViortkW TASKS =
Template: 10 GB Limit
Type: Hard
Limit: 10,0 GB
Status: Enabled

Figure 72 InvadersKW quota

Automatically Applied  Yes

Netification thresholds: 3
85% - Email
95% - Event, Email
100% - Event, Email

2:57 PM
* 111472025 E1




=3 SHARES VOLUME
All shares | 6 total TASKS - TheTallestAndMinionsKW on VortKW TASKS -
Filter pl @y @ & &
- - ) Capacity: 59.4 GB
Share Local Path Proto
18.1% Used B 10.7 GE Used Space
4 VortKW (6) ] 486 GB Free Space
Home CAShares\Home SMB
Public ChShares\Public SMEB
kpwenzel CASharesikpwenzel SMEB
—— N —— Gl
TheTallestAndMinions... CAShares\TheTallestAndMinionskW SMB
IEEEEN [N ETE=E VTS A e Go to Volumes Overview >
QUOTA
TheTallestAndMinionsKW on VortKW TASKS =
Template: 10 GB Limnit
Type: Hard
Limit: 10.0 GB
Status! Enabled

Automatically Applied  Yes

Motification thresholds: 3
85% - Email
953 - Event, Email
100% - Event, Email

) 258 PM
[

S ~% 9111472025 El

Figure 73 TheTallestAndMinionsKW quota



=3 SHARES VOLUME
All shares | 6 total TASKS = SkoolKW on VortkKW TASKS =
o ® © ©
- i Capacity: 594 GB
Share Local Path Protos
18.1% Used M 10.7 GB Used Space
I 4 VortkKW (6) | 48.6 GB Free Space
Home CAShares\Home SkB
Public CAShares!\Public SMB
L=~ W4 vy Y4 = 1 = — |
SkoolkKW CAShares\Skool KW
ETANESLANaINIaNS..  LroNares I ne [aNestnnainions
InvaderskKW CASharestInvaderskKW SMB Go to Volumes Overview >
QUOTA
SkoolKW on VortkW TASKS =
Temnplate: 10 GB Limit
Type: Hard
Limit: 10,0 GB
Status: Enabled

Automatically Applied  Yes

Motification threshalds: 3
85% - Email
Q5% - Event, Email
100% - Event, Email

258 PM

- ' A& s B

Figure 74 SkoolKW quota



Figure 75 kpwenzel quota

=9 SHARES VOLUME
All shares | 6 total TASKS W kpwenzel on VortkW TASKS =
Filter p (=) - -\Ii-l'jI w (€
- - Capacity: 594 GB
Share Local Path Prot
18.1% Used M 10.7 GB Used Space
I 4 VortKW (6) | 486 GB Free Space
Home Ch\Shares\Home SMB
= obaresiBgar RN
kpwenzel CAShares\kpwenzel SMB ]
SOOI Crohares okooT SME |
TheTallestAndMinions...  CAShares\TheTallestAndMinionskKW  SME
Invadersk\W CAShares\InvadersK\W ] Go to Volumes Overview >
QUOTA
kpwenzel on VortkW TASKS W
Template: 10 GB Lirnit
Type: Hard
Limit: 10,0 GB
Status: Enabled

Automatically Applied  Yes

Motification thresholds: 3
85% - Email
95% - Event, Email
100% - Event, Email

qy 23BPM
© N® 11/14/2025

&




=% SHARES VOLUME
All shares | 6 total TASKS = Public on VortKW TASKS =
Filter 0o ﬁ;' ) )
- ) Capacity: 59.4 GB
Share Local Path Prot
18.1% Used B 10.7 GB Used Space
4 VortKW (8) | 48.6 GB Free Space
Ci\Shares\Public
kpwenzel Cishares\kpwenzel SWE |
SkoolKW C\Shares\Skool KW SMB
TheTallestAndMinians... CA\Shares\TheTallestAndMinionsKW  SMEBE
InvaderskKW CAShares\InvadersK\W SMB Go to Volumes Overview >
QUOTA
Public on VortKW TASKS w
Template: 10 GB Limit
Type: Hard
Limit: 10,0 GB
Status: Enabled

Figure 76 Public quota

Automatically Applied  Yes

Notification thresholds: 3
85% - Email
Q5% - Event, Email
1005 - Event, Email

2:58 PM

U 1112005 B




=a SHARES VOLUME
All shares | 6 total TASKS = Home on VortKW TASKS =
5 B ® ® (c)
- - - Capacity: 594 GB
Share Local Path Proto
18.1% Used B 10.7 GB Used Space
4 Vortk\W (6] | 486 GB Free Space
Home CA\Shares\Home SME
Feerints = Ferinin St
kpwenzel CA\Shares\kpwenzel SMEB
SkoolKW ChShares\SkoolKW SMEB
TheTallestAndMinions...  CAShares\TheTallestAndMinionskKW  SME
Invaders KW CAShares\InvadersK\W SMEB Go to Volumes Overview >
QUOTA
Home on VortKW TASKS W
Temnplate: 10 GB Limit
Type: Hard
Limit: 10,0 GB
Status: Enabled

Automatically Applied  Yes

Notification threshalds: 3
85% - Email
095% - Event, Email
100% - Event, Email

2:58 PM

¥ 111472025 E1

Figure 77 home quota



User Folder Redirection Configuration:

File Action View Help
= == = = [ = | Wy =1
e | nmE L8 XEBez HmlteaaPEa
: Active Directory Users and Com|| Name Type Description
;— Saved Queries %G_\nvaders Security Group... Invaders Group
v 35 invadersinc %G\r User
| Built
- urn %RDthPErEﬂ... Use
~| Computers ST u
< obol oEn... g
Domain Controllers &Zim Usel | Zim Properties ? %
Member Of Dialin Environment Sessions
Viahd Remote control Remote Desktop Services Profile COM=
2] SkoolkW General Addresz Account Profile Telephones Crganization
2 | TheTallestAndMinionskW
| Users User profile
Pofile path: || |
Logon seript: ‘ |
Home folder
() Local path:
(®) Connect: G:  ~| To: |\WortKWiHome'zim
< >

ﬂ £ Type here to search

Figure 78 Proof after configuring user folder redirection




l_é_'-:..-'::_

&, File Action View Window Help

L Type here to search

Figure 79 GPO configuring document folder redirection

- &8 %
| B X6 HE
& Group Poh.c) 5 5 ; o O
v j& Forest: i
v (£ Dom| File Action View Help
vETes @ EE HE
| [ Folder Redirect [EARTHKW.I! A || Name
£ i C.or:p‘u.lt.er Configuration 7| AppData(Roaming)
v 3 - oliaes | Desktop
| Preferences o
~ User Configuration o
4 8 § oma & Documents I
4 ~ [] Policies —
e | Software Settings - Fietures
3 ~ | Windows Settings - Music
e i | Videos
g Sites =] scripts (Logor . Documents Properties 7
_| Favorites
Grou
= Grou ~ <3 Folder Redirec —_C””t“ts Target  Settings
| Downloads
(20 Desktop - Links E’ You can specify the location of the Documents folder.
|27 Start Men _| Searches
[ Document | Saved Games Setting:
(27 Pictures —
(23 Music This folder will be redirected to the specified location.
(2] Videos
|27 Favorites
L] Contacts
(2] Download Target folder location
(0 Links Redirsct to the user’s home directory ﬂ
[ Searches
(I Saved Gan ,
< >
Note: This setting ignares the value of the ‘Grant the user exclusive
rights to Documents' option on the Settings page.
Cancel Apply
Add Remove Propertig}
—i
WMI Filtering
This GPO is linked to the following WMI fitter:
<none ~ Open
>




Manage Tools

Dashboard

B Local Server

#& Al Servers 5 7 | Home - o ®
5 File and Storage Se H = . e
« ~ 4 » ThisPC » Local Disk (C:) » Shares » Home » v O Search Home »
Mame Date modified Type Size
st Quick access
bitters File folder
Desktol by
= P dad File folder
l_' Downloads 1 Gir File folder
5] Documents 4| keef File folder
& Pictures by meef File folder
more mom 11/14/2025 3:02 PM File folder Hide
principal File folder
8 DVD Drive (D:) 555 purple File folder
red File folder
¥ Network X
sizz File folder
skoodge File folder
zim File folder
< >
12items  State: @& Shared = 19PM
L 1 L 1 L

H £ Type here to search

Figure 80 all the user shares created by prior settings




Group Policy Configuration:

| B Turn off Windows Installer O

E‘ Turn off Windows Installer Next Seting

() Mot Configured Comment:

(®) Enabled

() Disabled
2upported pri | At least Windows 2000

Opticns: Help:

Disable Windows Installer This policy setting restricts the use of Windows Installer.

For non-managed applications only v If you enable this policy setting, you can prevent users from

installing software on their systems or permit users to install only

those programs offered by a system administrator. You can use
the options in the Disable Windows Installer box to establish an
installation setting.

-- The "Mever" option indicates Windows Installer is fully
enabled, Users can install and upgrade software, This is the
default behavior for Windows Installer on Windows 2000
Professional, Windows XP Professional and Windows Vista when
the policy is not configured.

-- The "For non-managed applications enly” option permits
users to install only those programs that a system administrator
assigns (offers on the desktop) or publishes (adds them to Add
or Remove Programs). This is the default behavior of Windows
Installer on Windows Server 2003 family when the pelicy is not
configured.

OK Cancel Neje

Figure 81 Do not allow the user to install software



Accounts: Guest account status Properties ?

Security Policy Setting  Explain

Accourts: Guest account status

Define this policy setting:
() Enabled
(@) Disabled

Cancel Aoy

Figure 82 Disable the guest account




(1 - ol Allmae Mbernatic Llndates rnrnediate inctallatinm Blot sonfiors

p A Mo auto-restart with logged on users for scheduled automatic updates installations O >

Ei Mo autc-restart with logged on users for scheduled automatic updates installations

() Mot Configured Comment:

(®) Enabled

() Disabled

Supported on: Windows XP Professional Service Pack 1 or At leastfWindows 2000 Service Pack 3

Opticns: Help:

Specifies that to complete a scheduled installation, Automatic A
Updates will wait for the computer to be restarted by any user
wha is logged en, instead of causing the computer to restart
autematically,

If the status is set to Enabled, Automatic Updates will not restart
a computer autormatically during a scheduled installation if a
user is lagged in to the computer, Instead, Automatic Updates
will notify the user to restart the computer,

Be aware that the computer needs to be restarted for the updates
to take effect.

If the status is set to Disabled or Mot Configured, Automatic
Updates will notify the user that the computer will automatically
restart in 3 minutes to complete the installation,

Mote: This policy applies only when Automatic Updates is
configured to perform scheduled installations of updates. If the
q "Confimure Autnmatic Lndates” nolicw is dizabled this nolice has | ¥

(0] 4 Cancel Hepe

Figure 83 Disable forced system restarts



t
Change the system time Properties ? *
b Security Policy Setting  Explain
g
- 3 Change the system time
b =
n Define these policy settings:
| Administrators
n
u
4 Add User or Group... Remove
(
n
I
[
u
o
t oK || Cancel | Aoy

Figure 84 Prevent users from changing the system time, but allow them to view the calendar



Maximum password age Properties 7

Maximum password age

%ﬁ

Define this policy setting

Password will expire in:

203 | days

Cancel Aorly

Figure 85 Set password expiration to 203 days



Account lockout thresheld Properties ?
—Secuite Policy Settinn Conlain

3 Account lockout threshold

Define this policy setting
Account will lock out after:

6 = | invalid logon attempts

Cancel Apply

Figure 86 Allow users 6 attempts before locking their accounts



A Prohibit access to Control Panel and PC settings

E‘ Prohibit access to Control Panel and PC settings

(O Not Configured Comment:
(®) Enakled
() Disabled
Syupported on: Bl o ar < 2000
v
Options: Help:
Disables all Control Panel programs and the PC settings app.
This setting prevents Control.exe and System5Settings.exe, the
program files for Control Panel and PC settings, from starting, As
a result, users cannot start Control Panel or PC settings, or run
any of their items,
This setting removes Control Panel from:
The Start screen
= File Explorer
Js This setting removes PC settings from:
The Start screen
Settings charm
Account picture
v Search results
If users try to select a Control Panel item from the Properties
itern on a context menu, a message appears explaining that a
setting prevents the action,
K Cancel el

Figure 87 Disable access to control panel




? & Show only specified Control Panel items O x
u
State Comment
E} Show only specified Control Panel items PrafreGang Next Setting
O Mot Configured ~ Comment:
(@) Enabled
(O Disabled
=URR0UE Clkmtiebpeethiindows 2000 Show Contents O *
Options: Help: List of allowed Control Panel items
i . . Value
(|| List of allowed Control Panel items | Show. This policy setti Microsoft. Mouse
Mouse, System
B Panel window Microsoft. Keyboard
: s [~
I affects the Starf
to access Contl
k Support or con
.; no effect on it

To display a Co|
click Show to a
the Show Cont
Control Panel i

Microsoft.Mou

Microsoft.Pers Cancel

Mote: For Wind » »
versions of Windows, the module name, for example
timedate.cpl or inetcpl.cpl, should be entered. If a Control Panel
item does not have a CPL file, or the CPL file contains multiple
applets, then its module name and string resource identification

OK Cancel Apply

Figure 88 Whitelistmouse and keyboard control panel applications



Shut down the system Properties ?

Define these palicy settings:

Administrators

Add User or Group... Femove

] [ ok || canced | ppk

Figure 89 Prevent users from shutting down the system



A Prevent access to the command prompt

[] Preventaccess to the command prompt

() Mot Configured Comment:
(®) Enabled
(") Disabled
Supported on: [ ot east Whndows 2000
Cpticns:

Help:

Disakle the command prompt script processing
alsc?

1 Mo s

This policy setting prevents users from running the interactive
command prompt, Crd.exe, This policy setting also determines
whether batch files (.crmd and .bat) can run on the computer.

If you enable this policy setting and the user tries to open a
command window, the system displays a message explaining
that a setting prevents the action,

If you disable this policy setting or do not configure it, users can
run Crmd.exe and batch files normally.

Mote: Do not prevent the computer from running batch files if
the computer uses logon, logoff, startup, or shutdown batch file
scripts, or for users that use Remote Desktop Services,

OK Cancel el

Figure 90 Remove access to the command prompt




liene bnmreed i LF
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{ Desktop Wallpaper
p pap

Mext Setting

1
E‘ Desktop Wallpaper
() Mot Configured Comment:
(®) Enabled
(O Disabled
Supported on:
0
A
1 Cptions:

At IeFt Windows 2000

Help:

Wallpaper Mame:

WortkWhPublic\arbox.png

1=

Example: Using a local path:
Chwindowshweb\wallpaper\home.jpg

Example: Using a UNC path:
|| \\Server\Share\Corp.jpg

=

Wallpaper Style: | Center R

K

Specifies the desktop background ("wallpaper") displayed on all
users' desktops.

This setting lets you specify the wallpaper on users' desktops and
prevents users from changing the image or its presentaticn. The
wallpaper you specify can be stored in a bitrap (".bmp) or JIPEG
(*jpg) file.

To use this setting, type the fully qualified path and name of the
file that stores the wallpaper image. You can type a local path,
such as Ch\Windowsweb'wallpaperihome,jpg or a UNC path,
such as W\Server\Share\ Corp.jpg. If the specified file is not
available when the user logs on, no wallpaper is displayed, Users
cannot specify alternative wallpaper. You can also use this setting
to specify that the wallpaper image be centered, tiled, or
stretched, Users cannot change this specification,

If you disable this setting or do not configure it, no wallpaper is
displayed, However, users can select the wallpaper of their
choice.

f A S S S S

OK Cancel Helel]

L= T = T = N = T = B = = |

T s G man

Figure 91 Force change the user background
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A Prevent installation of removable devices O >

| E‘ Prevent installation of removable devices Previous Setting Next Setting

() Not Configured Comment:

(®) Enabled

| O Disabled

LD bsnbemermid i1l OV Vista

Opticns: Help:

E This pelicy setting allows you to prevent Windows from installing | »
3 removable devices, A device is considered removable when the
driver for the device to which it is connected indicates that the
device is removable. For example, a Universal Serial Bus (USE)
device is reported to be removable by the drivers for the USE hub
to which the device is connected, By default, this policy setting
takes precedence over any other policy setting that allows
Windows to install a device,

R

MOTE: To enable the "Allow installation of devices using drivers
that match these device setup classes”, "Allow installation of

[ devices that match any of these device IDs", and "Allow

] installation of devices that match any of these device instance

d IDs" policy settings to supersede this policy setting for applicable
devices, enable the "Apply layered order of evaluation for Allow
and Prevent device installation policies across all device match
criteria” policy setting,

e If you enable this peolicy setting, Windows is prevented from
: installing removable devices and existing removable devices
cannot have their drivers updated. If you enable this policy

i OK Cancel Heje

Figure 92 Disable USB devices



A Lock the Taskbar

E‘ Lock the Taskbar

() Mot Configured Comment
(®) Enabled
() Disabled

=T nis

Opticns:

o

At least Windows Server 2003 operating systems or Windows XP Professional

Help:

This setting affects the taskbar, which is used to switch between
running applications.

The taskbar includes the Start button, list of currently running
tasks, and the notification area. By default, the taskbar is located
at the bottorn of the screen, but it can be dragged to any side of
the screen. When it is locked, it cannot be moved or resized.

If you enable this setting, it prevents the user from moving or
resizing the taskbar. While the taskbar is locked, auto-hide and
other taskbar options are still available in Taskbar properties.

If you disable this setting or do not configure it, the user can
configure the taskbar position.

Mote: Enabling this setting also locks the QuicklLaunch bar and
any other toclbars that the user has on their taskbar, The
toolbar's position is locked, and the user cannot show and hide
various toolbars using the taskbar context menu,

QK Cancel MNeye

Figure 93 Force lock the taskbar




Logoff Properties ? >

Scripts | PowerShell Scripts

:%f Logaff Scripts for Primary Policy Object

Mame Parameters

wWort KW Publichclearc...

To view the script files stored in this Group Policy Object, press
the button below.

Show Files... |

[ ok | cance | epy

Figure 94 Clear the chrome cache on shutdown with a bat script



e e e —

3| Enforce password history Properties 7

SRl SatlioGmlphtin

=

Erforce password histony

Define this policy setting
Keep password history faor:

9 = passwords remembered

Cancel Apply

Figure 95 Set password history to 9



4 & Disable changing home page settings

Ei Disable changing home page settings

() Mot Configured Comment:
(® Enabled
() Disabled
supported on:_| s Last Internet Explorer 5.0
| Options: Help:
Home Page The Home page specified on the General tab of the Internet

‘pssfPwowew reddit.comy/r/WindowsServer/

Options dialog box is the default Web page that Internet Explorer
loads whenever it is run.

If you enable this policy setting, a user cannot set a custom
default home page. You must specify which default home page
should lead on the user machine. For machines with at least
Internet Explorer 7, the home page can be set within this policy
to override other home page policies.

If you disable or do not configure this policy setting, the Home
page box is enabled and users can choose their own home page.

QK Cancel Welal)

== =¥ =¥ ¥ —F ¥ —F —F =% ¥ =% =% ¥ =% ¥ ¥ =% ¥ =7

TSRO = =T T

Figure 96 Set the default webpage for Internet Explorer to r/WindowsServer



A Lock the Taskbar

Ei Lock the Taskbar

(O) Mot Configured Comment:
(®) Enabled

() Disabled
Supported on:

Previous Setting Mext Setting

| Options:

it least Windows Server 2003 operating systems or Windows XP Professional

Help:

This setting affects the taskbar, which is used to switch between
running applications.

The taskbar includes the Start butten, list of currently running
tasks, and the notification area. By default, the taskbar is located
at the bottorn of the screen, but it can be dragged to any side of
the screen. When it is locked, it cannot be moved or resized.

If you enable this setting, it prevents the user from moving or
resizing the taskbar. While the taskbar is locked, auto-hide and
other taskbar options are still available in Taskbar properties.

If you disable this setting or do not configure it, the user can
configure the taskbar position.

Mote: Enabling this setting also locks the QuicklLaunch bar and
any other toolbars that the user has on their taskbar, The
toolbar's position is locked, and the user cannot show and hide
various toolbars using the taskbar context menu,

Figure 97 Lock the taskbar




Audit object access Properties ?

Security Policy Setting  Explain

=

Audit object access

Define these policy settings
Audit these attempts:
[ ] Success

Failure

coce | | e

Figure 98 Audit object access for failure



| Documents Properties ? et

Taga Settings

E’ You can specify the location of the Documents folder.

Setting: IEIasi:: - Bedirect everyone’s folder to the same location LI

This folder will be redirected to the specified location.

— Target folder location

Mote: This setting ignores the value of the Grant the user exclusive
rights to Documents" option on the Settings page.

Concal | | osh

Figure 99 Redlirect the documents folder (same as prior section)



| Deny log on through Remote Desktop Services Properties ?

Deny log on through Remote Desktop Services

%ﬁ

Define these policy settings:

Everyone

Add User or Group... Remove

‘ OK || Cancel | sy

Figure 100 Deny logon through RDS
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/ A Disallow changing of gecgraphic location

Ei Disallow changing of gecgraphic location

() Mot Configured Comment:
(®) Enabled
() Disabled
Sopnorted on [ bmmisidontc] s Victa
Ll
A Options: Help:

This policy setting prevents users from changing their user
gecgraphical location (GeolD).

If you enable this policy setting, users cannot change their
GeolD.

If you disable or do not configure this policy setting, users may
select any GeolD.

If you enable this policy setting at the computer level, it cannot
be disabled by a per-user policy setting. If you disable this policy
setting at the computer level, the per-user pelicy 1s ignored, If
you do not configure this policy setting at the computer level,
restrictions are based on per-user policy settings,

To set this pelicy setting on a per-user basis, make sure that the
per-computer pelicy setting is not cenfigured.

CK Cancel Al

Figure 101 Disable changing geo location




Documents +

Documents > Search Documents

@ New c}; '_,ﬁ,—' Tl Sort - (B Details

i3 videos Properties *
2 Home Mame
Location Previous Versions Customize

| Gallery P Music General Offline Files Security

P9 Pictures = =

> @ OneDrive u Videos

it Videos

TypE. FlE oloer

2l Deskt
@ Desktop Location: WWWort KW Home\zim

+ Downloads E R R R

& Documents Size on disk:  4.00 KB (4,096 bytes)

P Pictures Contains: 2 Files, 1 Folders

) Music Created: Thursday, November 20, 2025, 12:46:39 AM

i Videos Attributes: B Read-only {Only applies to files in folder)
[T Hidden Advanced...

> [ This PC
» B DVD Drive (D¢) C

Jitems 1 item selected Stat&:@OnIine Sync status: Las oK ] Cancel

Figure 102 Proof of redirected documents folder



|

ycle Bin

0 Restrictions

This operation has been cancelled due to restrictions in effect on this computer. Please
contact your system administrator.

[ |
[ ™
jo

1:19 AM
L : L H 2 % & 11/20/2025 Q

Figure 103 Proof of inaccessible control panel



Windows Admin Center Configuration:

~ B Windows Admin Center X + - X
c © Notsecure hkips://vortkw.invaders.inc g @

m Microsoft

ﬂ Windows Server 2025 is now generally available! Explore the latest updates that improve security, performance, and flexibility. Consider upgrading t...  Learn more... X

+ Add  FS Connect [Z Manageas  [ij Remove  --- Lileo L | Search Close
O mName Type Last connected Managing as Inzure Arc Stat..  Tags
B vortkw [Gateway] Servers Never VORTKW\Administrator Unknown

ﬂ £ Type here to search

Figure 104 Proof of installed WAC




v %, Server details - Overview - Ser. X + = X
&« c @ Notsecure  kitps;//vortkw.invaders.inc/servermanager/connections/server/earthkw/tools/overview r @
Windows Admin Center | Server Manager = Microsoft
EarthKwW
A
| Search Tools p=l | < Overview
a
I E Overview “7) Restart (") Shutdown Enable Disk Metrics 7 Edit computer 1D () Refresh
% Settings o Essentials
Tools
Computer name Domain Operating system
& Azure Backup earthkw invaders.inc Microsoft Windows Server 2022
Datacenter Evaluation
& Azure File Sync
Version Installed memaory (RAM]) Disk space (Free / Total)
@ Azure hybrid center 10.0.20248 2GB 4844 GB / 54.07 GB
48 Azure Kubemnetes Service
Processors Manufacturer Logical processars
% Azure Monitor AMD Ryzen 9 7900X 12-Core Vhiware, Inc. 2
Processor
i Certificates
R . NIC(s) Up time Logged in users
b D
w pevices 1 00:00:32:10 o
@ Events
Microsoft Defender Antivirus Model PowerShell Language Mode
Files &t file sharing Real-time protection: On VMware20,1 Full Language Learn more '
B Firewall
Azure Backup status Azure Arc status
= Installed apps Mot protected Mot installed
£ Local users & groups
Monitoring Alerts
= Networks —
https://vortkw.invaders.inc/servermanager/connections/server/earthkw/tools/settings -

£ Type here to search

Figure 105 EarthKW configured and accessed through WAC on VortKW



-~ % Command Shell - Server Mana. X + = *
< c © Notsecure  Bitps//vortkw.invaders.inc/servermanager/connections/server/earthkw/tools/powershell w ®
& Microsoft
EarthKw
| Search Tools 5] < PowerShell
. - .
&= Certificates > Disconnect
. . : purple
EL Devices 5-1-5-21-1786790632-854782767-755416966-1114
§ Events serPrincipalName : purple@invaders.inc
istinguishedName : C(N=-Red,OU-TheTallestAndMinionskW,DC=invaders,DC=inc

Files & file sharing : True

3 : Red
B Firewall ] : user

: 3dfb236d-66ae-42c2-803b-28ec192ee951
= Installed apps : red
: PP : 5-1-5-21-1786790632-854782767-755416966-1115

22 Local users & groups serPrincipalName : red@invaders.inc

istinguishedName : (N=5izz-Lorr,0U=TheTallestAndMinionsKW,DC=invaders,DC=inc
= Netwarks : True

: Sizz-lorr

Touser

: 755F268b-37a4-43c7-96bb-8d9e1155d62e

il Performance Monitor S1.
5-1-5-21-1786790632-854782767-755416966-1116

& Packet monitoring

PowerShell : sizz@linvaders.inc
— : (N=Skoodge ,0U=TheTallestAndMinionsKW,DC=invaders,DC=inc
B2 Processes : True
# Registry : Skoodge
bjectClass : user
) bjectGUID : B6e86@cl-dde2-47f0-855b-6c78335b08a0
Remote Desktop amAccountName : skoodge

sID @ 5-1-5-21-1786799632-854782767-755416966-1117

¥ Roles & features urname

serPrincipalName : skoodge@invaders.inc

I Scheduled tasks

B[ earthkw]: PS C:\Users\Administrator\Documents> ||

ﬂ L Type here to search ™ M % o ]

Figure 106 Powershell accessed on EarthKW through WAC




= Remote Desktop - Server Man

c © Not secure

®

+

Windows Admin Center | Server Manager

EarthKW

| Search Tools

W

L

-]

Certificates

Devices

Events

Files & file sharing
Firewall

Installed apps

Local users & groups
Networks

Packet monitoring

il Performance Monitor

PowerShell

Processes

Registry

() Remote Desktop

Roles & features

Scheduled tasks

2] <

Remote Desktop

A o
¥ Disconnect

[ Server Manager

@ v < |ocal Server

m Microsoft

o3 Send Ctrl+Alt+Del

kitpsy//vortkw.invaders.inc/servermanager/connections/server/earthkw/tools/remoteDesktop

Manage

Tools

Dashboard

All Servers
AD DS
£ DNS

ii File and Storage Services P

5 PROPERTIES
. For Earthiwy

Hardwar

EVENTS

All events

17 total

Computer name EarthKW

Domain invaders.inc

Microsoft Defender Firewall Public: On

Remaote management Enabled

Remote Desktop Enabled

NIC Teaming Disabled

Ethemnet0 172.16.0.64, IPv6 enabled
Operating 5 Microsoft Windows Server 2

VYMware, Inc. VMware20,1

[Tasks ~]

Datacenter Evaluation

| Tasks = |

Figure 107 Remote Desktop accessed on EarthKW through WAC




" Settings - Windows Admin Cen X + = X

Windows Admin Center | Settings

Settings

Cc @ Mot secure

| Extensions

kitps/fvortkw.invaders.ing/settings/extension/installed

= Microsoft

Search Settings

User

& Account

4+ Language / Region
£ Personalization

L8 Suggestions

Development
@ Advanced

il Performance Profile

Gateway
L Access

E] Extensions

4+ General

& Internet Access

= Proxy

& Register

. Shared Connections

L updates

ﬂ £ Type here to search

Extensions

Windows Admin Center might restart after installing an extension, temporarily affecting anyone using this instance of
Windows Admin Center.

Automatically update extensions (D @D on

Available extensions Installed extensions Feeds
Uninsta Ju
L 1
43nems | Search i
MName Version Created by Status
Active Directory 0.86.0 Microsoft Installed =
Apps & features 4270 Micrasott Installed
Azure Backup 2370 Microsoft Installed
Azure File Sync 4.18.0 Microsoft Installed
Azure hybrid center 4.22.0 Microsoft Installed
Azure Kubernetes Service 4.21.0 Microsoft Installed
Certificates 4200 Microsoft Installed
Cluster Creation 470 Microsoft Installed
Cluster Manager 4.28.0 Microsoft Installed
Developer Guide 5.00 Microsoft Installed
Devices 419.0 Microsoft Installed 3
Details A

Figure 108 Active Directory installed on WAC



v B Browse - Active Directory -Ser. X + - X

&« c @ Notsecure  k#tps//vortkw.invaders.inc/servermanager/connections/server/earthkw/tools/ad/browse/path/OU%253Dinvadersk... r @ H

Windows Admin Center | Server Manager m Microsoft
EarthKW
| Search Tools o] < Active Directory Domain Services Fpreview ©
FY
B Overview Overview Browse
i [ DC=irwaders DC=i : :
i settings [ DCeimaders DCine OU=InvaderskW , DC=invaders , DC=inc
> |] Builtin
Jools
> [ Computers -+ Create -~ More
» Active Directory 3 D Domain Controllers 5 jtems O /O

& Azure Backup ? D ForeignSecurityPrincipals name type description

> a Infrastructure
P

p |] InvadersKW

Invaders Group

@ Azure File Sync

Gir user

@ Azure hybrid center > [ Keys

Robot Parent Dad user

o8 Azure Kubernetes Service 2 D LostAndFound Robot Parent Mom user

> D Managed Service Accounts

9 Azure Monitor Zim user
> D NTDS Quotas
= Certificates » [ ] Program Data
B, Devices > [ skeolkw
> [ system
E Events
> [ TheTallestAndMinionskKW
Files & file sharing > [ TPM Devices
B Firewall > [dusers
i= Installed apps
4 L3
£2 Local users & groups .
group Detail ~

ﬂ £ Type here to search

Figure 109 Proof of working Active Directory extension on WAC




& [&] @ Not secure

v % Active Directory - Server Mana: X

hitps://vortkw.invaders.inc/servermanager/connections/server/earthkw/tools/ad/overview/search/WinAdminCente... ¥t @

| Search Tools

B Overview

i Settings

Toals

I » Active Directory

& Azure Backup
& Azure File Sync
@ Azure hybrid center
48 Azure Kubernetes Service
% Azure Monitor
= Certificates
Bl Devices
@ Events
Files & file sharing
B Firewall
= Installed apps

L2 Local users & groups

H R Type here to search

+

»

Active Directory Domain Services R

QOverview EBrowse

Domain Name: invaders

= Microsoft

o Creating new AD user

Successfully created AD user WinAdminCenter

earthkw

3:48:19 PM

Search Active Directory

-+ Create ~ (@ Enable (©) Disable [i] Delete
Name Type
WinAdminCenter user
Detail - WinAdminCenter
General Address Account Profile Telephones

MName Type
WinAdminCenter user

siD Distinguished Name

5-1-5-21-1786790632-
cocc

QCATQYZC 1

Figure 110 User created using AD extension on WAC

CN=WinAdminCenter,OU=Inva
LA 1 Im L

More

Organization

1 item (@)

Description

Sam Account Name

WinAdminCenter

User Principal Name
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